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Expense control Product innovation

Globalization

Cybersecurity :
Regulatory requirements
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Internet of Things

Quality and safety
Operational efficiency

Massive Volumes of Machine Data
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Industrial Data Is Machine Data

05/27/2014T10:24:17GMT applicationld="safetyObs" eventType="safety" asset|D="CV1002384-1045"
= E employeeld="114635" jobSite="PLEC-2014-GC" observationld="184568-451124-256" observation="Control Valve handle
‘§ E € extracted to manual position. No lockout/tagout or other tag visible. Process is running." observationCriticality="5"
¢ © g| imageld="PLEC-2014-GC-184568-451124-256" imageUri="https://mybucket.s3.amazonaws.com/PLEC-2014-GC-184568-
& & 2| 451124-256.png"
£ 1543541, workorder, bsic, 78544, pipefitting, CV1002384, "install manual bleed bypass", 04/13/2014, 05/21/2014, 25663,
=>| complete
(@)
o 05/22/2014 03:17:31 Tag="CV1002384.ValvePos" Value="50" Quality="Good”
i 05/22/2014 03:17:46 Tag="CV1002384.ValveCmd" Value="100" Quality="Good”
= | 05/22/2014 03:19:22 Tag="CV1002384.ValveCmd" Value="100" Quality="Good”
§ rD"o' 05/22/2014 03:19:27 Tag="CV1002384.ValvePos" Value="50" Quality="Bad”
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Connect the Dots — Make New Discoveries

Asset ID
05/27/2014T10:24:17GMT applicationld="safetyObs" eventType="safety" asgetiD="CV1002384-1045"
= E employeeld="114635" jobSite="PLEC-2014-GC" observationld="18456 124-256" observation="Control Valve handle
"E E extracted to manual position. No lockout/tagout or other tag visible? Process is running." observationCriticality="5"
gD g imageld="PLEC-2014-GC-184568-451124-256" imageUri="https://mybucket.s3.amazonaws.com/PLEC-2014-GC-184568-
2 8 21 451124-256.png"
o= Asset ID —~
£ 1543541, workorder, bsic, ipefitting,p/@h " nual bleed bypass", 04/13/2014,105/21/2014, 125663,
=
1o — AssetD Eval
o 05/22/2014 03:17:31|Tag::"CV1002384 .\/alvePos"
i 05/22/2014 03:17:46{Tag::"CV1002384.\/alveCmd
= o 1] 05/22/2014 03:19:22[Tag::"CV1002384."/alveCmd
§ § 05/22/2014 03:19:27|Tag::"CV1002384.\/alvePos"

roduct soreenprodoct i)
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Getting Insights Is Not Easy

Legacy Analytics Data silos Lack of platform
systems limit constrained prevent insights capabilities
high-velocity by inflexible across the restricts

data collection tools organization customization

Splunk > listen to your dapa
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Early vs. Late Structure Binding

Early Structure Binding— 8 S &0l S48

ASSERTION
NAME_SOURCE PK ASSERTION_ID NAME
O I 2 e T Ve
SOURCE_DB_NAME no DBSOURCE ID PK [NAME_TEXT [«
ORA_SCHEMA_NAME "D - NAME_USAGE |«
URL ST NID FK1|NAME_ID
Y - RANK FK2 | VALID_NAME_ID
KINGDOM A A A A LANGUAGE
A
TREE NODE SYNONYM_NAME
D e Structure Data
TREE_NAME FK1 | ASERTION_ID FK1| NAME_ID
NID FK3 | NAME_ID FK2| VALID_NAME_ID e Schema — created at * Homogeneous — must
FK1|SOURCE_ID |« FK2 | TREE_ID . "
FK5 | SOURCE_ID design time fit into tables or be
f’éﬁ D * Queries —understood at converted to fit into
Fra EL‘;';HDNAME D design time for tables
— maximum performance * Must exactly match
SELECT customers.* FROM customers WHERE constraints

customers.customer_id NOT IN(SELECT customer_id FROM
orders WHERE year(orders.order_date) = 2004)

ET /product Screen?p(odtxt_m{‘l'HSHMhQ .. 5

tible; MSIE 6.0; Windoms NT S1; SV, J5T QI LIGENER ¥yliewen l k oL
0 HTTP 1.1- 200 2439 Wndows I 51,51 1101 ebisamsnc Sp UNK > listen to your data
vy -
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Late Structure Bindin

HOlH Szt &

Events (7.516) Statistics Visualization

© Zoom Out

D:Q [ N

Sche

Ma
2AI =

_I
—

On The Fly

1 minute per column

O Hide Fie

1]

action

Selected Fields

5 Values, 57.624% of events

Auto Detected Fields and Values
Interesting Fields $ t C I
Values Coun

925 21.358%
865 19.972%
858 19.811%

1951%

b 42974 0.2.1.
4:1009.392 PM 1-»4 T'UD

Panks - ey e mdaaTR A AN

Yes

yiitemld=EST -26&product_id=CH-APPLE-10W

BlackBerry9300/5.0.0.

o
BS
.| Structure Data
* Schema-less * Heterogeneous —can
* Created at search come from any g
time textual source
* Queries/searchescan | ¢ Constantly changing
be ad-hoc * No conversion
required, no
constraints
) Version/5.0.2 Mobile/BE303 Safari/f6533.18.5" 1481
——r - access_combined
BOST /category.screen?category_id=HEADSETS&JSESSIONID=SD10SL10FF10ADFF1 HTTP 1.1 503

955 Profile/MIDP-2.1
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Early Structure Binding Late Structure Binding
» Decide question to ask Splunk
i Write Semantic Events
Design the schema l

i Collect

Normalize data + write
DB insertion code i
i Create Searches, Reports &

Create SQL & feed into Graphs |
analytics tool

v

= Days — Weeks — Months = Minutes
= Destructive =  Non-Destructive

:reen’)pfodlthmﬁ':-mr -
v
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AssetID | Tag ]
9/8/15 4:41:48.055 PM 2015-09-08 23:41:48.055 +0000 Tag="Windfarm_20.Turbine_10.Wind_Direction" Value="132.95915
s [ AssetlD="K23441gF4224" Quality="goo

host = 127.0.0.1 source = tcp:9997 sourcetype = opc 9/8/15 4:41:48.055PM  2015-09-08 23:41:48.055 +0000

— Tag="Windfarm_10.Turbine_10.Temperature" Value="19.3928394" Quality="good" demo=Windflarm host = 10.7.1D2.1 source =| €p:9997 fourcetype

ICS Tag Data =opc 9/8/15 4:41:48.055PM 2015-09-08 23:41:48.055 +0000 Tag="Windfarm_10.Turbine_10.5tator_OIl_Temperature
Value="85.4567337" Quality'="~~~A" A~m~—thiindiqem Ta Qua“t
host = 127.0.0.1 source = tc HOSt } Tag Value J g y J

9/8/15

Asset ID Technician

Date Serviced | Part Number Lot Number

50446 9/7/15 1224-56-A B00747
Workorder, .
Asset ’ Asset ID Location Latitude Longitude Site ID AS:S:S
Databases :
v Site 7, ite 7 39.11515 84.45651 A345 409 Park St.

Splunk > listen to your data
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Offload se'é;;ch load to Splunk ?earch Heads

- -,

- .
- e
- .
- .
- .
- .

Auto load-balanced forwarding to as many Splunk Indexers as you need to index terabytes/day

Send data from 1000s of servers using any combination of Splunk Forwarders, syslog, WM,
message queues, or other remote protocols

Pproduct_id=F-r¥ L‘&ﬁ:‘nyin -
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* Collect final printer configuration device data

* Monitor testing and configuration of printing devices

* Gain insights into product performance and production
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Medical Devices Driving Better Patient Insights

Device

M a n ufa Ct u red Tracking Medical Device Supply Chain

to Drive Critical Insights

) 4

Patient
W 7 B Behavior
to patient . s
| & Prescription
Patterns

Shipped Returned A 4

//I' to Physician to iRhythm S u p p Iy Ch a | n
Rhythm Analytics




Operational Analytics
for Connected Medical Devices

- Comply with Meaningful Use
provisions of HITECH Act

- 5000+ devices across 165 hospitals
- 19,000 patients monitored daily

- Enabled change in nurse behavior:
27,000 nurses using the devices

- $3 million in cost savings for
new batteries




Understanding Customer Behavior

-
2 o
& %

Content browsed, 'g,'y‘"sftomer

purchased and | v < profile and MAC g:;‘:::;ir
watched. All tracked by . _address / device .
6L INTEK i analytics

time and MAC address /- assignments
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Complex Event

Processing
|

Collect, store
and query data
in real time

2 OIEP AR M

Store and
summarize data in
native distributed

computing

environment

Analysis
/Integrations

Analyze, visualize
and extend data to
services




Use Cases for Manufacturing

B TROUBLESHOOTING SECURITY, BUSINESS ®

EFFICIENCY & PREVENTIVE COMPLIANCE & ANALYTICS
MAINTENANCE SAFETY

Heterogeneous Data: Sensors, Devices, SCADA/ICS/DCS Data, Application Logs,
Wire Data, RDBMS-Backed Safety, Execution, Maintenance and Management Systems
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