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Closing the Threat Defense Gap:
Automating Intelligence-Driven Security at Scale
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2019 Data Breach Investigations Report, Verizon
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The Threat Defense Gap

2
ol
rin
1o

o
N
>

x

G| O|E| 1} 5} o|l24 7H

. Q1% OlO|E|Q| 7|3}2 4T 57t - SIEMO| I3 O|ME 2 GOE - 20t Ajo|H MR
. ZFDpo| BN HA . 5ok HoJo] TE3 10 . jEEo| oj e Kzl
. o HA 2 TH53t 7 Hole FR0f x| YA . QE QA =

A= =2e XM=

ANOMALI



A Vision for Closing the .
Threat Defense Gap




Anomali

Automating Intelligence-Driven Security at Scale
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solving?

What problems are Anomali customers

billions

Event logs
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millions

Indicators of
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Anomali - Eliminate the Threat Defense Gap
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Anomali is the equivalent of adding two
O/ full-time employees by reducing our false
O positive rate by 80%.
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HAHE DAl gk at ingesting, thereby giving the analyst more time
to investigate and contextualize incidents with
additional data provided in Anomali.
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ANOMALI THREATSTREAM

Automate threat intelligence collection, curation and distribution
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What problems are ThreatStream customers

solving?
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Anomali ThreatStream
The industry’s leading Threat Intelligence Platform (TIP)
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Threat Intelligence Marketplace
Anomali APP Store — 130+ feeds, enrichments and tools
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Operationalized Threat Intelligence

Automation to accelerate access to machine-readable threat
intelligence
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Turnkey Integrations
Automate distribution of threat intelligence into your security
controls
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Comprehensive Threat Investigation
Enabling SOC Teams and Analysts to Respond to Threats
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ISACSs.

Secure Platform for Trusted Collaboration
Trusted Circles within ThreatStream powers 20+ global
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ANOMALI MATCH

Automated threat detection, investigation and response
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What Problems Are Match Customers Solving?

billions millions

Event logs Indicators of
per day compromise
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Security Data Overload Problem
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The 200 Day Dwell-Time Problem
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EVENTS THREAT INTEL ASSETS

: SIEM ThreatStream Qualys
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ANOMALI LENS

Automate the discovery, definition, and ingestion of unstructured intelligence
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What Problems Are Lens Customers Solving?
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Automatically Recognize MITRE ATT&CK TTPs

Dieagonfly 2.0: the sophisticated attack group is back with destructive
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this technigue, the user's web browser is typically targeted for exploitat
but adversaries may also use compromised websites for non-exploitation

behavio....
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Automatically Operationalize

MITRE ATT&CK Data into ThreatStream

. Bt HOo| 22102 MITRE ATT&CK
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APT28 uses a number of lools to compromise its targels. The group's primary malware is Sofacy, which has two main

) Anomall —rl = _CI]_ % O-” M |TR E ATT&C K (W”:”""""'d."“l“ Sofacy (also known as f];rdu;)‘-‘:::dw: pw!nmil:a: s
can dovnload further mehware, Backdoor SofacyX {alse known as X-Agt ’ ' " ——
TTP al- | E a-l al 7 |- .\_L O I- E' O-I O I o of stealing Information from the Infected computer, & Mac versian of the )
¢ Th re atStre am = M I T R E ATT&C K APT2E has continued to develop its tools over the past two years. For ax : it
l— :

used to maintein access 1o infected networks using an enceypted tuanel,

SIEMS XIS MASI0 I8 HHS e e wa e

O OO = In additon to his, as reported by our peers at ESET last week, the group

= o » g .
O | 6H 6'_ E g 8DI- Firmware Interface) rootkit known as :»n]r.l:: 3[‘;;;'“ i ';:m e o oo Y e ian | foa® et
Decause the roothtresices witin o computers flash memery, tallowst  smma . e v ek el : e
—_— —_— — an a eompromised machine van if the hard dese 15 mplacad o the oper i Pt (iroares '...', ORCITE N o oV
DY Q3= J|8to EnEE ' ) R e e e
® — (] T = j ;l- — E ‘L‘L A J_l T %:l | the datection na m’ I"j-m_l.- iz LM 0w WO =
Il Swly ALL] hvn eres
2 X X s = ED mmt EmE -0
o _,_ I W Yot Mol ntwes Erpdaniok ey oo o b
= ageopera s s st T W e g
SHOJEI X S IBOILF BOOfl OB o e = e E
° c>F =N s T T %:l OlL ol' T = CL" s Ksoirgepmpmmiron deaan 3 'g";'l"m‘:“:“h' e e
— - e w7l O w1, L0 i d DG s in Europs, C -. moiaey A e
HEIS AE5I AE =92 N X -
7. O ‘.'1'4" e R/\.\QL:VU‘ ‘:‘n:j'\:‘
ﬁ E COownoacer comy ’,:'w
® _lil- aI_:| M ITRE ATT&CK []H E eﬁ’l ﬁ = reconnzissance functions and downloading edditional malware to the Inf Sy
yen
T == el 5 )M o] i
TEE 2HA Sl QIE & A(FINTEL)S E
24 |_ = H L
DA Z2UE WEHE

ANOMALIT Copyright 2020 Anomali Confidential 26



+ ThieatStresm AMROMALI LEME

Russia’s Elite Hackers Have a Clever Mew Tri
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1ancy bear

L e n S I THE FANEY BEAH hacking group has plenty g Mabware [3)

disposal, as evidenced by its attacks against

Cormpuly e

National Committes, the Pyeongchang Olym et

more. But cybersecurity firm ESET appes —

the elite Russian team using a technique 50§ o
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UNSTRUCTURED THREAT SECURITY TOOL

INTEL BRIEFINGS DASHBOARDS
' BI Intel Provid SIEM
Anomali Lens )
Threat Ana|y5’[ Research Twitter... Industry/ISACs....
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